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Release notes
Date Version Changes
10.01.2023 1.00 Initial version
11102023 110 Addeq retr!eve logs” option vv.|th description and illustrations. Added
security option and restart device.
18.10.2023 1.20 Updated documentation. Added switch node to helium option.
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Reference Manual

The following reference manual describes how to use the device configuration section from the
Yosensi Management Platform to change settings in Yosensi devices via bluetooth
communication. To connect with the device you need to use a Bluetooth adapter with your PC or
try to connect with your phone. We recommend using bluetooth dongle such as:

e TP-LINKUB400,

e Edimax BT-8500,

e ORICOBTA-508
While configuring the device or uploading firmware make sure you are using a supported web.
Compatible browsers are:
Chrome,
Edge,
Opera,
Samsung internet.

Yosensi / Dashboard Q_ Search... John Smith  JS

&5 Resources © Last Successes (from last 7 days)
Applications: 11 Node ID Seen Ago Activity Board
Gateways: 2 <1 min details open
Nodes: 97 <1 min details open
Nodes Gateways <1 min details open
1 min details open
1 min details open
1 min details open
1 min details open
1 min details open
@Enabled @ Disabled @ Enabled 2 mins details open
Gatowavs 2 mins details open
- Go To Applications - Go To Activity ivity
@® Open Incidents Releases @ Last Errors (from last 7 days)
Created At Duration  Incident Version 1.50.0 (August 2nd 2022) Node ID Seen Ago Activity Board
® 16/09/2021, 16:04:46 1 year details Version 1.49.0 (May 17th 2022) ° 6days  details open

Version 1.48.0 (March 1st 2022)
Version 1.47.0 (February 15th 2022)
Version 1.46.0 (February 1st 2022)
Version 1.45.0 (January 11th 2022)
Version 1.44.0 (December 21st 2021)
Version 1.43.0 (November 23rd 2021)
Version 1.42.0 (November 2nd 2021)

Version 1.41.0 (October 12th 2021)

-> Go To Incidents - Show Release Notes - Go To Activity

Dashboard view in Yosensi Management Platform.
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Applications

Each customer in the Yosensi Management Platform receives a private organization in which they
can create their applications. The applications manage devices clearly and simply. Here you can
add and group devices to manage them more easily (e.g., in multiple locations) and check detailed
information from the devices (when they last appeared, their application key, DevEUI, name, etc.)
It is also possible from here to access the graphs and display the data collected. The data display
system in the Yosensi Management Platform is Grafana, an open-source platform with tools to
analyze data, extract metrics, monitor through clear, multi-functional dashboards, and trigger
notifications for various events.

Yosensi / Applications Q, Search.. John Smith  JS

Name 1 Profile Dashboard
Yosensi Testing - AS AS923 OPEN
Yosensi Testing - AU AU915-928 OPEN
Yosensi Testing - EU EU863-870 OPEN
Yosensi Testing - US US902-928 OPEN

Application view in Yosensi Management Platform.

Node List

After choosing the application you will see all your devices. Now choose one from the list to make
configuration of the firmware or change settings of the device. If you need to add some more
devices go to the Yosensi Management Platform documentation, there is a description on how to
add new nodes to the list.
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120

NODES LIST NODES TREE GATEWAYS DETAILS LOCATIONS EXTERNAL API CHARTS

Node Name 1 Node ID Model Last Seen Disabled Dashboard
YO_360_ - . YO_360 6 minutes ago OPEN
YO_Agri_ - - YO_AgriBox 5 minutes ago OPEN
YO_Airflow_Pro_ - - YO_Airflow_Pro 2 minutes ago OPEN
YO_Airflow_Pro_2_ - YO_Airflow_Pro_2x an hour ago OPEN
YO_Analog_ .- - YO_Analog a minute ago OPEN
YO_Distance_| - e YO_Distance 3 minutes ago OPEN
YO_H20_ - - e .- YO_H20 5 minutes ago OPEN
YO_HIP_ - . HIP 4 minutes ago OPEN
YO_Meter_Pulse_ - o YO_Meter_Pulse aminute ago OPEN
YO_People_Counter_: - ’ 'YO_People_Counter an hour ago OPEN
YO_Power _ - .- YO_Power 4 minutes ago OPEN
YO_Pulse_ - - YO_Pulse 3 months ago v OPEN
YO_PurePro_ - v YO_Pure_Pro_3.0 12 minutes ago OPEN

Figure 5 Node list view in Yosensi Management Platform.

Network

There are two options in operating a node network system using Yosensi Management Platform.
First one is the local user network. If a user has his own gateway it is necessary to add it to the
platform in his application. Go to the Gateways section press ‘+" button and fill data in blank fields.
Second option is to use the Helium network. To obtain this option go to the node details and press
the ‘switch to helium’ button and wait a moment. Now devices will send LoRa packets to the
closest Helium gateway.

DETAILS SENSORS EXTERNAL API KEYS

CHARTS

Network: Yosensi SWITCH TO HELIUM

Node ID:
Model: YO People Counter
Last Seen: 7 minutes ago

Status: ® Enabled

Figure 2L Switch to helium button in details of the device.
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Firmware update & configuration

Firmware update

After choosing the device from the node list, go to the firmware section. Itis located on the right
side of the navigation tab.

DETAILS SENSORS PARAMETERS EXTERNAL API KEYS POLICIE >

U

CHARTS
Type: LORA
Node ID:
Model: YO_People_Counter

Last Seen: 7 days ago

Status: ® Disabled

Name *

YO_People_Counter_ =

Max 255 characters

Navigation tab of the device instruction.

Now you can select different options:

Verify security status
Recover status

Add security
Configure

Update firmware
Retrieve logs

Restart device
Recover device
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1.2.0

DETAILS SENSORS EXTERNAL API KEYS POLICIES CHARTS EVENTS FIRMWARE COMMANDS

YO_People_Counter_0080e126001d2c81
Firmware Version: LNRP-3.4.0

NEW FIRMWARE UPDATE AVAILABLE

VERIFY SECURITY STATUS

RECOVER SECURITY

ADD SECURITY

TEST SECURITY

UPDATE FIRMWARE

RETRIEVE LOGS

RECOVER DEVICE

Figure o Firmware section view of the device.
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Yosensi configuration web tool works with firmware 3.4.0 and the latest. Check installed firmware
on your device. If there is new firmware available, update it before configuration. Click update

firmware button and follow instructions in next steps. Select device and follow the instructions
shown on the platform.

< SENSORS PARAMETERS EXTERNAL API KEYS

Update firmware

Step 1 of 6: Connect device

Please select device named LNRP-== = & from the list of available Bluetooth devices

SELECT DEVICE CANCEL

Update firmware and connecting to the device.

Now your system will look for nodes on the list via Bluetooth. You will see the name of the device
with last digits of DevEUI on the device sticker. Select and pair it.

app.yosensi.io wants to pair

A LNRP-E—

@ () Scanning... m Cancel

Pairing to the device section view.
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12.0

< SENSORS PARAMETERS EXTERNAL API KEYS

Update firmware

Step 2 of 6: Select firmware

Please select firmware to install on the device

(®) LNRP-3.4.2

() LNRP-3.4.0

4 »

SELECT FIRMWARE CANCEL

Figure © Selecting firmware view in Yosensi Management Platform.

Node is paired, choose a new firmware version to install on the device and press the select button.
Warning, this step will erase old firmware, process it with caution.

Update firmware

Step 3 of 6: Erase firmware

CAUTION!
Previously installed firmware will be erased. Do you want to proceed?

ERASE FIRMWARE CANCEL

Figure 10 Erasing firmware section view.
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12.0

Update firmware

Step 3 of 6: Erase firmware

@ Firmware erased successfully

GO TO NEXT STEP

Figure 171 Successful erased firmware section view.

SENSORS PARAMETERS EXTERNAL API

Update firmware

Step 4 of 6: Reconnect to the device

Please select device named YO-#% = from the list of available Bluetooth devices

Please select the firmware update mode

(®) short range

O Medium range

O Long range

4 »

SELECT DEVICE

Figure 12 Firmware update mode section view.
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12.0

To update firmware choose the mode:
e Short range - maximum data sent per packet, the fastest, use with good signal RSSI,
e Mediumrange - less data sent per packet, takes more time,
e longrange - minimum data sent per packet, the longest time needed.

Update firmware

Step 5 of 6: Install firmware
CAUTION!
Do not refresh, close or change browser tab or your device will not be

able to update!

Uploading..... 4%

Figure 12 Firmware installation section view.

After successful installation you can connect to the device and check configuration. In case of
problems with firmware installation you can press recover device button to go back to the
previous configuration and firmware version.
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1.2.0

Configuration

In this section the user can learn how to change device settings for his own purpose. In the
firmware section tab choose the configure button and follow next steps. Select the device and
pair it with your system. It can take a while depending on Bluetooth advertising and signal quality.

< SENSORS PARAMETERS EXTERNAL API KEYS

Update config

Step 1 of 4: Connect device

Please select device named LNRP-# % from the list of available Bluetooth devices

SELECT DEVICE CANCEL

Figure 14 Update config view.

app.yosensiio wants to pair

A LNEP- B

@ O Scanning.. m Cancel

Figure 15 Pairing to the device section view.
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After pairing your computer to the node you can see the configuration view tab. Now depending
on the device in this section you can change parameters in “device” section or other section that
appears below “device”. In this example using YO People Counter you can change parameters in
the “detectionarea” as well.

< SENSORS PARAMETERS EXTERNAL API KEYS

Update config

Step 2 of 4: Edit config

~ Config

"device": {
"measinterval™: 3600,
"clearsumtime": 0

}

etectionarea”: {
"radarfreq”: "low",
"holdtime"; 1,
"sensitivity": 10,
"beamanglemin’: 89,
"beamanglemax": 90,
"beamanglethreshold™ 0,
"distancerange"™ 10,
"distancemin™: 0,
"distancemax": 50,
"distancethreshold”: 10,
"speedrange”: 25,
"speedmin”: 0,
"speedmax": 100,
"speedthreshold": 50,
"direction”: "approach". e

UPLOAD CANCEL

Example YO People Counter configuration.

Press the Upload button after making changes in config, then wait a moment. In case of error
during uploading parameters check if you uploaded valid values. In other case of any problems
you can find us on support@yosensi.io.
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Recover device

In case of some problems during updating firmware or disconnection with the device during
upload, the user should make a recovery porcedure. In the firmware section select the Recover
device button. Now follow the steps it will take you to the reconnect device section to update
firmware with operating mode. This time Bluetooth web tool will look for a Yosensi device with

the same DevEUI.

< SENSORS PARAMETERS EXTERNAL API KEYS

Update firmware

Step 4 of 6: Reconnect to the device

Please select device named YO-#+ = & from the list of available Bluetooth devices

Please select the firmware update mode

(@) short range

(O Medium range

(O Longrange

4

SELECT DEVICE

Firmware update mode section view.

Select device and reconnect to the node. After that it will take you to the next step to install
firmware you chose with dedicated mode. Wait a moment, it can take a while. Successful
installation allows you to connect with the device and check configuration.
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1.2.0

< SENSORS PARAMETERS EXTERNAL API KEYS

Update firmware

Step 6 of 6: Check device

Please connect to the LNRP-#% = & device to check the success of the firmware update,
or if you can't find it on the list, repeat the pracedure with the device YO-#

SELECT DEVICE RECOVER DEVICE

Figure 18 Firmware update check device section view.

< SENSORS PARAMETERS EXTERNAL API KEYS

Update firmware
Step 6 of 6: Check device

@ Firmware uploaded successfully

BACK TO FIRMWARE DETAILS

Figure 19 Firmware update success section view.
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Retrieve logs

The retrieve logs function allows you to display the activities and functions of the device from the
server side. It can be used to view the status of the device, device performed functions,
information about sent frames or to check anomalies in the operation of the device. To proceed
this function press “retrieve logs' select device then ‘UPLOAD LOGS TO SERVER' After that logs
are sent to the server, the user and support team have access to the historical logs. Information
contained in the logs can help the user or support team to identify the status of the device.

< TAILS SENSORS PARAMETERS EXTERNAL API KEYS

Upload historical logs

Step: 1 of 3: Select device

Please select device named LNRP-"% = & from the list of available Bluetooth devices

SELECT DEVICE CANCEL

Upload historical logs section view.

< TAILS SENSORS PARAMETERS EXTERNAL API KEYS POLICIES CHARTS EVENTS FIRMWARE

Upload historical logs

Step: 2 of 3: Verify and upload

Historical logs:

[0000000002546][INFO][PCNT]: Built payload (40 bytes): -
02:071:00:00:60:00:11:00:00:00:60:00:11:01:00:00:60:00:13:02:00:00:00:00:60:00:13:03:00:00:00:00:60:00:13:04:00:00:00:00
0000000002564][INFO][LORA]J: Payload to send (18 bytes): 02:00:00:00:08:00:01:14:0a:0d:00:01:01:0d:10:00:00:29
0000000002575][INFO][LMAC]: RTS = 18 bytes, PEND = 0, Port: 34

0000000002594][INFO][LORA]: Data send time: 2s

0000000002926][INFO][PCNT]: LTR = 0

0000000002930][INFOJ[PCNT]: RTL = 1

0000000003599][INFO][LORA]: 18 bytes scheduled for transmission

0000000003723][INFOJ[LORA]: Message Sent to Network Server

0000000062572][INFO][LORA]: Payload to send (40 bytes):
2:01:00:3¢:60:00:11:00:00:00:60:00:11:01:00:00:60:00:13:02:00:00:00:00:60:00:13:03:00:00:00:00:60:00:13:04:00:00:00:00
0000000062589][INFO][LMAC]: RTS = 40 bytes, PEND = 0, Port: 60

0000000062609][INFO][LORA]: Data send time: 625

00000000636 14][INFO][LORA]: 40 bytes scheduled for transmission

0000000067162][INFO]J[LMAC]: RX1 Demodulation ongoing, skip RX2 window opening

0000000067430][INFO][LORAJ: Message Sent to Network Server

0000000070230][INFO][BLE ]: Connected

0000000073622][INFO][GATT]: Update enabled on handle 20

0000000073862][INFO][GATT]: Written 1B:

0000000073866][INFO][HIST]: History log send process started

UPLOAD LOGS TO SERVER CANCEL

Example historical logs section view.
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Security

There are three different options for Bluetooth device security. First one verify if device after
connecting the node to the Yosensi Management Platform has communication security between
device and Platform. After selecting node from the list a message will be sent with successful
verification. If not, try ‘Recover security’ option. If the second option fails, that means the device
has not applied security while connecting to the platform. Choose the third option for adding
security.

Restart device

This option allows user to restart the device wireless without opening the enclosure. Connect to
the device and wait a moment. After that you can see in the node section ‘details’, status ‘Last
Seen’ changed to a few seconds ago.
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